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Overview

This guide includes important hardware/software requirements, installation & upgrade procedures,
for using RAID controllers, with a macOS operating system.
Support products:

RR4520 /4522
RS6628A

Prerequisites
This section describes the base hardware and software requirements for RAID controllers &
enclosures.

Driver Installation
This section covers driver installation, driver upgrade and driver uninstallation procedures for
RAID controllers & enclosures in a macOS environment.

RAID Management Software (WebGUI) Installation
This section covers WebGUI installation, WebGUI upgrade and WebGUI uninstallation
procedures for RAID controllers & enclosures in a macOS environment,

Troubleshooting
Please consult this section if you encounter any difficulties installing or using RAID controllers &
enclosures .It includes descriptions and solutions for commonly reported technical issues.

Prerequisites

1) Operating System Support: macOS 10.13 and later.

2) Before installing the driver and RAID Management software, you should log into the system
as a System Administrator.

3) Identify the system as either T2 or Non-T2 based — if the system has a T2 chip, make sure to
follow section 1 before attempting to install any software for the device.

4) Ifyou're using the Apple M1 Platform, make sure to follow section 3 before attempting to
install any software for the HighPointIOP device.
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1. Disabling macOS Secure boot for T2 Systems

Customers working with Mac platforms manufactured in 2018 or later that feature a T2 security
chip, will need to disable the Secure Boot in order to load drivers for third party devices.

For a list of products with the T2 Security Chipset, please visit the following website:
Mac computers that have the Apple T2 Security Chip

Disabling Secure Boot

In order to use these products with T2 systems, Secure Boot must be disabled. To disable this
feature select "No Security" from the Startup Security Utility interface. You can access this menu
by pressing the Command (38)-R keys after the Apple logo first appears during the boot-up
process.

@ Startup Security Utility

~ Firmware password protection is off.

- e Turn on a firmware password to prevent this computer from starting up from a

t different hard disk, CD, or DVD without the password.
Turn On Firmware Password...

Secure Boot

0 Full Security

Ensures that only your current OS, or signed operating system software currently
trusted by Apple, can run. This mode requires a netwark connection at software
installation time.

Medium Security
Allows any version of signed operating system software ever trusted by Appie to run.

No Security
Does not enforce any requirements on the bootable OS.

External Boot

© Disallow booting from external media
Restricts the ability to boot from any devices such as USB and Thunderbolt drives.

Allow booting from external media
Does not restrict the ability to boot from any devices.

Instructions are available from Apple’s website:
About Secure Boot

2. Disabling SIP (for macOS 10.13x and earlier)

MacOS 10.13x and earlier may require that SIP (System Integrity Protection) be disabled. If
enabled, older versions of macOS may prevent the device drivers from loading.

While macOS is running, open a terminal window to confirm whether System Integrity
Protection (SIP) status is disabled.

If enabled, you will need to manually disable the setting. Open a terminal, and then enter the
following command:


https://support.apple.com/en-us/HT208862
https://support.apple.com/en-us/HT208330
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csrutil status

@ @ ™ test — -zsh — 80x2.

Last login: Sat Oct 12 16:02:36 on ttys@ee
testWtestsMB20161015 ~ % csrutil status
System Integrity Protection status: enabled.

test@testsMB20161015 ~ % B
The example screenshot shown above indicates that SIP is enabled.

To disable SIP

1) Restart the computer and hold down the “Command + R” buttons. Continue to hold these
keys until macOS enters System Recovery mode.

Note: If you are unable to enter Recovery Mode to disable SIP:
Make sure you are using a wired keyboard and mouse for this procedure. Wireless devices

may not be recognized or function properly when booting into this mode.

Rs1are From Time Machire Backup
¥ina Fare & B e VRS BN YO S TR,

2) Click on Utilities in the upper left corner and select Terminal:
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® macOs Utilities File  Edit | Utilities | Window

Startup Security Utility
|

& Network Utility

3) Set SIP to disabled in using Terminal. Enter the following command:

csrutil disable
.28 :srutil status
: Protection status: enabled (Apple Internall.

ﬂutclstfullr disnhlad System Integrity Protection. Please restart the machi
ke effect.

4) Click the Apple logo in the upper left-hand corner of the desktop, and select Restart to
reboot the system.

Edit View Window Help

- Terminal — -bash — 80x24

31 etatue

5) After rebooting, confirm that SIP is disabled. Open terminal and type the following
command:
csrutil status
o w T test — -zsh — 80x24

Last login: Sat Oct 12 17:18:44 on console
testPtestsMB20161015 ~ % csrutil status
System Integrity Protection status: disabled.
test@testsMB20161015 ~ % N

If the status is now reported as disabled, you can install the device driver.

3. Reduced Security Policy — For Apple M1 Platform

Customers working with Apple M1 Platforms manufactured will need to reduce the Security
Policy in order to load drivers for third party devices.
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Mac computers with Apple M1 chip, please visit the following website:

Mac computers that have the Apple M1 Chip

Check Security Policy settings to determine if they need to be changed, if Secure Boot is Full
Security please set to Reduced Security:

System Information -> Hardware -> Controller -> Boot Policy

[} @® MacBook Pro
~ Hardware e
ATA Model Identifier: MacBookProl17,1
Abple s Firmware Version: iBoot-6723.120.36
RRISEaY Boot UUID: EBOBF9A4-BD52-4A36-B9IF5-701A30C04178
Audio Boot Policy:
Bluetooth Secure Boot: Reduced Security |
Camera ystem Integrity Protection: Enabled
Card Reader Signed System Volume: Enabled
: ! oot Arguments Filtering: nable
D!agnosti?s Allow All Kernel Extensions: Yes
Disc Burning User Approved Privileged MDM Operations: No
Ethernet Cards DEP Approved Privileged MDM Operations: No

Fibre Channel

Reduced Security Policy

In order to use these products with Apple M1 Platform, Secure Boot must be reduced Security.
Reduce this feature and select "Allow user management of kernel extensions from Identified
developers" from the Startup Security Utility interface.

You can access this menu by:

Shutdown the system, pressing and holding the Power Button until you see Loading Startup
Options.

Startup Security Utility

Security Policy for "Macintosh HD™:

Full Security
En

® Reduced Security

Allows any ve

Cancel

Instructions are available from Apple’s website:

About Secure Boot for M1



https://support.apple.com/en-us/HT211814
https://support.apple.com/en-us/HT211814
https://support.apple.com/guide/mac-help/change-startup-disk-security-settings-a-mac-mchl768f7291/mac
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4. Installing the Device Driver

Current drivers can be downloaded from each product’s Software Downloads webpage.

Product Download Page
RR4520/4522 https://www.highpoint-tech.com/USA new/series 1r4520-Overview.htm
RS6628A https://www.highpoint-tech.com/USA new/series-rs6628a-overview.htm

macOS High Sierra 10.13 and Mojavel0.14 and macOS Catalinal0.15 and
macOS Big Sur 11.0 Driver Installation Procedure

1) Locate the download and double click the package to start the installer. Click the Continue
button:

[ ] w Install HighPointlOP RAID Controller

Welcome to the HighPointlOP RAID Controller Installer

@ Introduction You will be guided through the steps necessary to install this
software.

Continue

2) macOS will prompt you to install the driver. Click Install to proceed
[} w Install HighPaintiOP RAID Controller 5]
Standard Install on "1101"

Introduction This will take 349 KB of space on your computer.

Destination Select

Click Install to perform a standard installation of this software
® [nstallation Type on the disk *1107°

Change Install Location...

Go Back Install

3) You will be prompted that installer is trying to install new software, enter the Administrator
Username and Password. Once these have been entered, Click Install Software.



https://www.highpoint-tech.com/USA_new/series_rr4520-Overview.htm
https://www.highpoint-tech.com/USA_new/series-rs6628a-overview.htm
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Installer is trying to install new software.

i . Enter your password to allow this.
Elw it

Introduc User Name: tdest
Destinat [ |
Password: | esssee J
Installati i .
® Installal

Cancel Install Software

4) If no pop-ups appear, please proceed to the next step of installation. Click Restart.
[ ] ‘w Install HighPointIOP RAID Controller 8
The installation was completed successfully.
Introduction
Destination Select
Installation Type
Installation

G G The installation was successful.

The software was installed.

Click Restart to begin installing the software.

5) Ifyou receive a popup window prompting you for permission, click Open Security
Preferences.

4. ay
& ‘

Introduction

Destination Select System Extension Updated
Installation Type A program has updated system
X extension(s) signed by *HighPoint
Installation Technologies, Inc”. To finish the update,
® Summary you must approve it in the Security &
Privacy System Preferences. successful_

italled.

Open Security Preferences

Click Restart to begin installing the software.

Restart

6) Make sure App Store and identified developers is checked, and then click Allow.
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[ X R < > E& Security & Privacy Q search

| General FileVault  Firewall  Privacy

A login password has been set for thisuser  Change Password... |
Require password meciaicls O after sleep or screen saver begins
~ Show a message when the screen is locked  Set Lock Messaoe

Disable automatic login

Allow apps downloaded from:
 App Store
© App Store and identified developers

System softy from developer "HighPaint Te logies, Inc” has Allow
been updated.
Il
Click the lock to prevent further changes. Advanced... 2

7) You will receive a

window, prompting you to restart. Click Not Now.
® P i S 2

A restart is required before new
system extensions can be used.

8) Return to the driver installation window. Click Restart to restart the system.
o8d ‘W Install HighPointIOP RAID Controller &)

The installation was completed successfully.

“ Introduction

@ Destination Select

@ Installation Type

@ Installation

iy The installation was successful.

The software was installed.

Click Restart to begin installing the software.

Go Back

9) After the system restarts, the driver’s status can be viewed under System Information; The
following screenshot shows the driver has been loaded:

10
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] MacBook Pro
Extension Name * Nersion Last Modified MNotanzed Loaded Obtained fron
FireWire HFS_Macjapanese 80 202001, 4:00 PM Yeu e Apple
Graphics/Displays HFS_MacKorean a0 20200111, 4:00 PM Yk Na Apple
Maomary HFSEncadings 10 2020/1/1, 4:00 PM Yas Apple
NVMEsprass HighPointioF 2021/4/12, 10:10 AM
L] HighPaintif 4232 2021j4j2, 1007 AM Yes " identifhad Day
Paralled SC3 inltloFWEridga S1.602 202011, 4:00 PM Yes No Appla
v Intelg257aL 272 20200111, 4:00 PM g Ne Apple
Primtars InvafidateHmac 10 2020111, 4:00 PM Yas Yes Apple
SAS R T iac i s i o izl
SATA
sl HighPeintiop:
Slorage "
Thunderbolt/USB4 Nareion: ey
usn Last Modified:  2021/4/12, 10:10 AM
T 2  HighPoantiOP
v Natwork Motarized: Yas ¢

Firewall Loaded: Yag
Locations Gat Infa String: Version: 4.4.8, Copyright ic) 2021 HighPaint Technologies, Inc.
Volurmes Obtained from: Identified Developar
WWAN Kind: Universal
WinFi Architectures:  armEde, x86_64

o 64-Bit (Intel):  Yas

24 i Loeation: JLibraryExtensions/HighPoin 0P kext

Accessiniity Kot Version: 448
Applications Load Address:  18446741874B01820000
Developer Leadable: Yas
Dizabled Software Dependencies: Satisfied
P Signad by: Davalopar ID Application: HighPaint , Inc (DXBGEIMANZ], par D Cartifs Huthurity,
Fants appla Root CA
Frameworks
Installations
Languape & Fegion
Legacy Software
Logs
Managed Client
Praference Panes
Printer Software
Frofies M test's MacBook Pro_M1_0S2 » Software » Extensions + HighPaintiop

Raw Supnort

Note: The driver revision shown in the screenshots may not correspond with current sofiware
releases. Please make sure to download the latest driver updates from the product’s Software
Updates page.

5. Update the Device Driver

Current drivers can be downloaded from each product’s Software Downloads webpage.

Product Download Page
RR4520/4522 https://www.highpoint-tech.com/USA new/series rr4520-Overview.htm
RS6628A https://www.highpoint-tech.com/USA new/series-rs6628a-overview.htm

1) Locate the download and double click the package to start the installer. Click the Continue

button:
[ ] ‘e Install HighPointlOP RAID Controller &l
Welcome to the HighPointlOP RAID Controller Installer
® Introdiiction You will be guided through the steps necessary to install this

software.

Continue

11
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2) macOS will prompt you to install the driver. Click Install to proceed.

[] w Install HighPaintiOP RAID Controller a
Standard Install on "1101"

Introduction This will take 349 KB of space on your computer.

Destination Select Click Install to perform a standard installation of this software

® [nstallation Type L EULE L

Change Install Location...

Go Back Install

3) Ifno pop-ups appear, please proceed to the next step of installation. Click Restart.
] W Install HighPointlOP RAID Controller &)
The installation was completed successfully.
Introduction
Destination Select
Installation Type
Installation

® Summary

The installation was successful.

The software was installed.

Click Restart to begin installing the software.

4) Ifyou receive a popup window prompting you for permission, click Open Security
Preferences.

A dlly.
)

Introduction

Destination Select System Extension Updated
Installation Type A program has updated system
X extension(s) signed by *HighPoint
Installation Technologies, Inc”. To finish the update,
® Summary you must approve it in the Security &
Privacy System Preferences. successful_

italled.

Open Security Preferences

Click Restart to begin installing the software.

Restart

5) Make sure App Store and identified developers is checked, and then click Allow.

12
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[ X R < > E& Security & Privacy Q search

| General FileVault  Firewall  Privacy

A login password has been set for thisuser  Change Password... |
Require password meciaicls O after sleep or screen saver begins
~ Show a message when the screen is locked  Set Lock Messaoe

Disable automatic login

Allow apps downloaded from:
 App Store
© App Store and identified developers

System softy from developer "HighPaint Te logies, Inc” has Allow
been updated.
Il
Click the lock to prevent further changes. Advanced... 2

6) You will receive a

window, prompting you to restart. Click Not Now.
® P i S 2

A restart is required before new
system extensions can be used.

7) Return to the driver installation window. Click Restart to restart the system.
o8d ‘W Install HighPointIOP RAID Controller &)

The installation was completed successfully.

“ Introduction

@ Destination Select

@ Installation Type

@ Installation

iy The installation was successful.

The software was installed.

Click Restart to begin installing the software.

Go Back

8) After the system restarts, the driver’s status can be viewed under System Information; The
following screenshot shows the driver has been loaded:

13
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] - MacBook Pro
Fibre Channel Extension Name Version Last Modified MNotanzed Loaded Obtained fron
FireWire HFS_Macjapanese 80 202001, 4:00 PM Yeu e Apple
Graphics/Displays HFS_MacKorean a0 20200111, 4:00 PM Yk Na Apple
Maomary HFSEncadings 10 2020/1/1, 4:00 PM Yas Apple
NVMExpross HighPointioR 12, 10:10 AM o
PG HighPointii 42332 2021/4/2, 10:07 AM Yes identifiad Da:
Paralled SC3 inltloFWEridga STL60.2 2020011, 4-00 PM Yes No Appla
g IntelB2574L 272 2020/11, 4:00 PM Yes Mo Apple
Primtars InvafidateHmac 10 2020711, 4:00 PM Yas Yes Apple
SAS R T iac A o g = i
SATA
sl HighPeintiop:
Storage
Thunderbolt/USB4 Nareion: AR
usn Last Modified:  2021/4/12, 10:10 AM
d - HighPointiOP

v Network Motarized: Yas
Firewall Loaded: Yag
Locations Gat Infa String: Version: 4.4.8, Copyright ic) 2021 HighPaint Technologies, Inc.
Valumes Obtained from: Identified Develoger
WWAN Kind: Universal
Wi-Fi Architectures:  arméde, x88_ 64

64-Bit (Intel):  Yas

v Software Loeation: JLibraryfExtensions/HighPointiOP. kest
Accessiniity Kot Version: 448
Applications Load Address:  18446741874B01820000
Developer Leadable: Yas
Dizabled Software Dependencies: Satisfied
P Signad by: Davaloper 1D Applicatian: HighPaint , Inc (DXBGEIMANZ], par D Cartifs Huthurity,
Fants Ippld Root CA
Frameworks
Installations
Languape & Fegion
Legacy Software
Legs
Managad Client
Praference Panes
Printer Software
ot M test's MacBook Pro_M1_DSZ » Software » Ext s+ HighPoirtIOR

Raw Supnort

Note: The driver revision shown in the screenshots may not correspond with current sofiware
releases. Please make sure to download the latest driver updates from the product’s Software
Updates page.

6. Uninstalling the Device Driver

14

Uninstalling the Device driver for macOS 10.13/10.14

To uninstall the HighPointIOP driver, you will need to open a Terminal window and enter the
following command:

sudo rm -rf /Library/Extensions/HighPointIOP.kext

Last login: Thu Aug 19 10:84:34 on ttys@ee B
[test@tests-MacBook-Pro ~ % sudo rm -rf /Library/Extensions/HighPointIOP.kext
[Password:

test@tests-MacBook-Pro ~ % [|

Uninstalling the Device driver for macOS 10.15/11.0

To uninstall the HighPointIOP driver, you will need to open a Terminal window and enter the
following command:

sudo rm -rf /Library/Extensions/HighPointIOP.kext

sudo kextcache —i /
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7.

15

@ @ T test — -zsh — 99x25

test@Ptests-MacBook-Pro-M1-2020-110 ~ % sudo rm -rf /Library/Extensions/HighPointIOP.kext

Password:
test@tests-MacBook-Pro-M1-2020-118 ~ % sudo kextcache -i /

kextcache -i /
Executing: /usr/bin/kmutil install --volume-root / --check-rebuild

Not rebuilding KC for arch: 'armés4e'

kmutil done
test@tests-MacBook-Pro-M1-2020-110 ~ % [

Installing the RAID Management Software (WebGUI)

1) Double click the package named HighPointWebGUI.pkg to start the installer. When the
window appears, click the Continue button.
o w Install HighPoint Web RAID Controller Management

Welcome to the HighPoint Web RAID Controller Management Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue

2) You will be promoted to click the Install button. Click Install to continue.

® w Install HighPoint Web RAID Controller Management
Standard Install on “1010"

Pt This will take 2.7 MB of space on your computer.

Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be
Installation Type able to use this software.

Destination Select

Go Back Install
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3) You will then be promoted to enter the Administrator Username and Password. Once
these have been entered, click Install Software to continue.

@ w Install HighPoint Web RAID Controller Management

Standard Install on “1010”

Introduction

Destination St Installer is trying to install new software. Type re
your password to allow this. be
Installation T} -
|-
Username:
Password:

Cancel

Go Back

4) The WebGUI Management software has been installed. Click Close to complete the
procedure.
® w Install HighPoint Web RAID Controller Management

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation
Summary The installation was successful.

The software was installed.

8. Updating the WebGUI

1) First, uninstall the current WebGUI. Please refer to item 8 below (Uninstalling the

WebGUI).
2) Download the latest version of the WebGUI from the appropriate Software Downloads

webpage.
3) Locate the download and double click the package named HighPointWebGUILpkg to start
the installer. Please refer to Installing the WebGUI for more information.

9. Uninstalling the WebGUI

To uninstall the WebGUI, access Applications, click on HPTWEBGUI, select uninstall, and
double-click the uninstall-WEBGUI. command. The uninstall command will automatically open

a terminal

16
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ece uninstall
< m == = &% 4| O Q
@ A System Test Lite.app § HighPoint RA...ement weblac nstall-WebGUIcommand
@ App Store.app Hptsvr »
ATTO [ I uninstall [
Desktop m ATTO ConfigTool >
ATTO Disk Benchmark.app
Documents @
&} § Automator.app
) Downioads. & AutoSwitchinput.app
m : @ Blackmagic D..eed Test.app
M Blackmagic RAW »
Locstions & Books.app
facintosh HD. T Calculator.app
[T Calendar.app
OSXRESERVED [® Carbon Copy Cloner.app
BOOTCAMP 3- Chess.app
B Contacts.app
10136 I DaVinci Resolve »
El 10154 - Data @ Dictionary.app
: " FaceTime.app
& mocana © Find My.app
.'Ihi-wk & Font Book.app
® Foxmail.app
Tags | @ Home.app
@ Red
- Orange | 8 inRanistevBvninvar ann

Enter the macOS password, uninstall the software:
o0 e " test — uninstall-WebGUl.cor

Last login: Wed Nov 18 16:23:31 on ttys@@e
/Applications/HPTWEBGUI/uninstall/uninstall-WebGUI.command ; exit;
test@Ptests-MBP-2016 ~ % /Applications/HPTWEBGUI/uninstall/uninstall-WebGUI.command ; exit;

This script will attempt to uninstall HighPoint Web RAID Controller Manage Service

Note: You must be logged on as an administrator to uninstall the software.
The script will prompt you for an administrator password.

If prompted for a password please enter your administrator password.

The following service files will be deleted
/Applications/HPTWEBGUI
/Library/Receipts/wwwfiles.pkg
/Library/Receipts/webservice.pkg
/Library/LaunchDaemons/HPTWebGUIDaemon.plist
Jusr/share/hpt
J/usr/bin/hptdaemonctl

Password:{] |

17
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10.Trouble shooting

Unable to connect to the WebGUI

After the driver and management software are installed, the management software displays a
"Connection Failure" warning when attempting to start the interface:

o High Doint

Global View Physical Logical Setting Event SHI Logout Help

Connection Failure

The connection between WebGUI and RocketRAID HBA has been
interruptted, WebGUI will try to reconnect RocketRAID HBA in 2 second(s).
L

Connect now

HighPoint RAID Management 2.12.3
Copyright (c) 1996-2020 HighPoint Technologies, Inc. All Rights Reserved

This error can be triggered by one of the following issues:

The hardware is not recognized by macOS

The device driver is not installed or is not loading properly.
WEBGUI service is not running.

The system’s SIP status is incorrect.

If you are using a T2 system, Secure Boot may not be disabled.

AR

If you are using Apple M1 system, Security Policy may not be ‘Reduced’.

Verifying the hardware
1) The device is connected to the host through the Thunderbolt

01. Ifyou are using the controller via our RocketStor 6661A adapter and a Thunderbolt™ 3
connection, please make sure the RocketStor 6661A device is properly recognized by macOS.

18
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Diagnostics
Disc Burning
Ethernet Cards

~ Thunderbolt Bus

RocketStor 6661A

Fibre Channel

FireWire
Graphics/Displays
Memory
NVMExpress
PCI
Parallel
arallel SCS| RocketStor 6661A:
Power
Printers Vendor Name: HighPoint Technologies, Inc.
SAS Device Name: RocketStor 6661A
SATA Vendor ID: 0x43
SPI Device ID: 0x6661
Storage Device Revision:  0x1
Thunderbolt uiD: . 0x004371936C222B00
USB Route String: 1
Firmware Version: 26.1
Netvyork Port (Upstream):
Firewall Status: Device connected
Locations Link Status: 0x2
Volumes Speed: Up to 40 Gb/s x1
WWAN Current Link Width: 0x2
Wi-Fi Cable Firmware Version: 0.9.0
Link Controller Firmware Version: 0.36.0
Software Port:
Accessibility Status: No device connected
Applications Link Status: 0x7
Developer Speed: Up to 40 Gb/s x1
Disabled Software Current Link Width: ox1
Extensions Link Controller Firmware Version: 0.36.0

If the RocketStor 6661A entry is not displayed, this may be related to a connection problem
—move the RS6661A to another Thunderbolt™ 3 port or replace the cable and recheck the

entry.

02. If RocketStor 6661A is correctly connected, make sure the System Information—PCI
controller is recognized by macOS (see example below):

P00 @
v Hardware N
App.le Fay Type: RAID Controller
Audio Driver Installed: No
Bluetooth Tunnel Compatible: ~ No
Camera Pause Compatible: No
Card Reader MSl: No
5 Sk EIL:)ST: :Etlmderbolt@:i 0,0
g;:g?j::jg Vendor ID: 0x1103 -
Device ID: 0x4520
Ethernet Cards Subsystem Vendor ID: Ox1b4db
Fibre Channel Subsystem |D: 0x9580
FireWire Revision ID: 0x00b3
Graphics/Displays Link Width: x4
Memory Link Speed: 5.0 GT/s
NVMExpress
PCI
Parallel SCSI

2) The device is directly connected to the host through the PCIE SLOT

19

make sure the System Information—PCI controller is recognized by macOS (see example

below):
| BN
v Hardware
App.le Eat Type: RAID Controller
Audio Driver Installed: No
Bluetooth Tunnel Compatible:  No
Camera Pause Compatible: No
Card Reader MSI: No
Stk 2:‘15'( 'F;EI derbolt@3,0,0
: - ot: underbolt@3,0,
g;:g?::r'\?:g vendor ID: 0x1103
Device ID: 0x4520
Ethernet Cards Subsystem Vendor ID: 0x1b4b
Fibre Channel Subsystem ID: 0x9580
FireWire Revision ID: 0x00b3
Graphics/Displays Link Width: x4
Memory Link Speed: 5.0 GT/s
NVMExpress
PCI
Parallel SCSI
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3) The device is RAID enclosures

make sure the System Information— Thunderbolt controller is recognized by macOS (see
example below):

w Hardware

ATA Thunderbolt/USB4 Device Tree
Apple Pay

o BltUS:
T Thunderoolt/USB4 Bus 0

F__ h RocketStor BEZEA
lueioath - e
ThunderboltfLISB4 Bus
Camera
Card Reader
Controllar
Diagnostics
Disc Burning
Ethernet Cards
Fm i RocketStor 6B28A:
Flrewire
Graphics|Displays Vendor Mame: HighPoint Technologies, Inc.
Mamary Device Mame: Rocke1Stor BE2BA
NVMExpress Mode: Thunderbalt 3
PCI Device 10: INEG2E
Paralisl 05| Vendor iD: Oxdd
bt Device Revision;  Ox1
s uID: 0x0043A322ED3FALO0
Printers Route String: 1
345 Firmware Version: 26.1
SATA Port (Upstream]:
Pl Status: Device connacted
Storage I;nk ?1:““: gx2 o
peed: p o s x
AN DoRNEa4 Current Link Width: o2
58 Link Contro@er Firmware Version: 0.36.0
~ Network Port
Firewall Sratus: Ho device connected
Locations Link Status: o7
akimas Speed: Up 10 40 Gbfs x1
WIAAN Current Link Widih L)

Wi-FI Link Controlier Firmware Version: 0.36.0

Make sure the HighPointIOP Driver is loaded

Please refer to the Appendix - Checking the Driver status and Version to make sure the

HighPointIOP driver is installed properly.

1) If the HighPointIOP driver is not loading, proceed to — Check the security & privacy status.
If HighPoint software is blocked in the permission, you need to click Allow.

If the driver is loading properly, but the WebGUI is still unable to start, please try to restart the
WebGUI service. Please refer to Appendix - WebGUI service restart make settings.

2)

If WebGUI is still not connected, please contact our Support Department to open a support

ticket. Please make sure to include any screenshots and system information you are able to
collect (see the Appendix for more information).

Check the SIP status

1) Please refer to the_Appendix - Checking the SIP Status.

2)

If the settings are not correct for your system, please refer to the driver installation manual
for each system to reset the SIP status.

For T2 Systems: Make sure Secure Boot is disabled

Please refer to the Systems with T2 chipsets — Secure Boot status. If the setting is incorrect, you

will need to reboot the system to change the setting.

For Apple M1 Platform: Make sure Security Policy is reduced

Please refer to the Apple M1 Platform-Reduced Security Policy If the setting is incorrect, you

will need to shutdown the system to change the setting.
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If you encounter any problems while checking items 1-5, please refer to the Appendix to collect
information about your system and configuration, and submit a support ticket to our Customer Support
department using our Online Support Portal: https://www.highpoint-tech.com/websupport/main.php

The WebGUI can't connect to a remote system

If you can't connect to a remote system, make sure raidman-httpsd is running on the target system,
and confirm that you can access the remote system via a TCP/IP connection. If you have a firewall
configured, make sure TCP port 7402 is not blocked.

Appendix

When submitting s support ticket via our Online Support Portal, the following information will help
our Support Department diagnose and resolve your issue as quickly and efficiently as possible.

Collecting the macOS version

1) Click on the Apple logo located near the upper left-hand portion of the Desktop, and click
“Version”. Then the version number of the system will all be displayed.

[ ] m Displays Storage @ Memory Support = Service
|

‘ macOS Catalina
l} . Version 10.15.5 (19F101)

iMac (21.5-inch, 2017)

Processor 2.3 GHz Dual-Core Intel Core iS5
Memory B GB 2133 MHz DDR4

Startup Disk 10.15

Graphics Intel Iris Plus Graphics 640 1536 MB
Serial Number CO2W476SH7JY

System Report... Software Update...

Check the security & privacy

1) Check if there is HighPoint software blocked in the permission, if it is blocked, you need to click
“Allow”.
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| @ L4 it Security & Privacy Q

FileVault  Firewall Privacy

A login password has been set for this user Change Password...

Require password _ after sleep or screen saver begins
Show a message when the screen is locked
| Disable automatic login

Allow apps downloaded from:
App Store
© App Store and identified developers

System software from per "HighPoint Technologies, Inc” was Allow
blocked from loading.

E’ Click the lock to prevent further changes. Advanced... T

2) If ‘System software from developer *HighPoint Technologies, Inc’ was blocked from loading’ is
not displayed, please do the following:

[ N 4 it Security & Privacy Q Sear

m FileVault = Firewall  Privacy

A login password has been set for this user Change Password...

Require password | 5 minutes after sleep or screen saver begins

Allow apps downloaded from:

~
D Click the lock to make changes. ?

i)  First, uninstall the driver, please refer to the Uninstalling the Device Driver
ii) Install the driver again, please refer to the Installing the Device Driver, The System

Extensions Updated window that pops up when installing the driver, please click Open
Security Preferences, Allow the permission.
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£
|
Ly, N lly.
@ Introduction
© Destination Select System Extension Updated
© Installation Type A program has updated system
! extension(s) signed by “HighPoint
@ Installation Technologies, Inc”. To finish the update,
s you must approve it in the Security &
CLtutle f Privacy System Preferences. successful.
talled.
Open Security Preferences
Click Restart to begin installing the software.
Restart
| @ 4 tiH Security & Privacy Q
m FileVault  Firewall Privacy
A login password has been set for this user Change Password...
Require password < after sleep or screen saver begins
Show a message when the screen is locked

| Disable automatic login

Allow apps downloaded from:

App Store
© App Store and identified developers
]
System software from developer “HighPoint Technologies, Inc” was Allow
blocked from loading.
,
“ Click the lock to prevent further changes. Advanced... ?

Checking the SIP Status

Open a Terminal window and enter the following command: csrutil status

Please take a screenshot of the output, and attach it to a support case (see example below):

& @ T test — -zsh — 80x2
Last login: Sat Oct 12 16:02:36 on ttyseee
es ests ol csrutil status

ystem Integrity Protection status: enabled.
testPtestsMB20161015 ~ %

The status will vary depending on which version of macOS you are using:
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macOS Version SIP Status Driver Status
10.13.X Disable Loaded
10.14.x Enable Loaded
10.15.x Enable Loaded
11.x Enable Loaded

Disable SIP please refer to_Disabling SIP (for macOS13x and earlier)

Systems with T2 chipsets — Secure Boot status

You will need reboot the system and enter Recovery Mode to check the Secure Boot status. This
setting should remain disabled.

Please refer to Disabling Secure Boot

Checking the Driver status and Version

1) Click on System Information—-> Extensions, and then click on HighPointIOP entry — please
take a screenshot and attach it this support case (see the example below):

¥ake sure System Information=> Extensions=>HighPointIOP ‘Loaded’ is Yes

MacBook Pro

Extension Name Yersion Last Modified MNotarized Loaded Obtained fron
FireWira HFS_Macfapanese a0 2020011, 4:00 PM Yes Mo Apple
Graphics{Displays HFS_MacKarean 80 20200111, 4:00 PM s No Apple
Marmary HFSEncadings 1.0 2020111, 4:00 PM Yos Apple
NVMEsprass HighPointioR 2021/412, 10:10 AM r
PQl HighPaintii 432332 202142 1007 AM Yes dentified Da
Parallel SCS3 initioFWEBridge S1.60.2 2020111, 4:00 PM Yes No Apple
oV IntelB2E7aL 272 2020/11, 4:00 PM Yes No Apple
;:;W" InuafidateHmacs 10 2020111, 4:00 PM Yes Yes Apple
SATA
£ HighPointIoP:
Storage
Thunderbelt/USE4 Marsion: L
uin Last Moditied:  20Z1/4/12, 1010 AM
o g  HighPointiOP
¥ Network Matarized: Yoz
Firewsll Loaded: Yas
Lecations Gat Infa String: Version: 4.4.8, Copyright (c) 2021 HighPaint Technalogies, Inc,
Valumes Obtained from:  Identified Developer
WWAN Kind: Universal
Wi-Fi Architectures:  armb&de, xBE_64
o 64-Bit (Intel):  Yas
Location: (Library/Extensions/HighPointOP.kext
L i3 Kext Vession: 4.4
Applications Load Address:  18448741874B01820000
Developer Loadable: Yes
Disabled Software Dependencles: Satisfied
Kb Signad by: Daweloper 1D Application: HighPoint Technologies, Inc (DXAGESM3NZ), Developar ID Certification Authority,
Fonts Apple Rool CA
Frameworks:
Installations
Language & Region
Legacy Software
Logs
Managed Chient
Preference Panes
Printer Soltware
Folies M test's MacBook Pro_M1_0SZ » Software » Extensions * HighPaintiOF
Raw Suonort

Note: The driver revision shown in the screenshots may not correspond with current sofiware
releases. Please make sure to download the latest driver updates from the product’s Software

Updates page.

WebGUI Screenshots
Please take screenshots of WEBGUI each Tab (such as Physical, Logical, Event, etc.) and upload

these to your support case. In addition, check the Event log tab and save a copy of the current log
— please upload this to the support case.
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WebGUI service restart

If you can't connect to the WebGUI, please check if a process named raidman-httpsd is running
on the system. If it is not running, you can start it manually by opening a terminal window and
running the command: “sudo hptdaemonctl restart”.

How to Collect System Logs

1) Please attach a copy of the /var/log folder to your support ticket.
To locate the /var/log Folder: 1. Go to Applications — Utilities — Console:

.ce < [ e

Favorites

B
o
e . ? M

[ Documents

o)
t

&
o

v » Q

of
L

Activity Monitor AirPort Utility Audio MIDI Setup Bluetooth File

© Downloads Exchange
{a} tdest e —

( ’ 78
(al Pictures X il C s/

! < £

i Music

Boot Camp ColorSync Utility Digital Color
Locations Assistant Meter
& 10136 —— - ’,)
& 10.15.7 o

@ 0
8 101 la
[ 192.168.0.200 s DSty Feedback Grapher Keychain Access

Assistant

2) On the left side of the Console application, right-click on the /var/log folder and select Reveal in
Finder:

L . Console
o Il: ! .-. el
Mow  Activities Clear  Relosd It Ehera
[im| Errgs
Devices CDIS euntam LANGUAGE=an
) 10.13.4's IMac coreaapiured.lag
pii dally.aut
Ruporin digpdoy pollcyd. stdaut.lag
" Mac Analytics... fack_htu.log

o tie_convert.log
] System Reports install.log
2 User Reports monthly.out
aystem.log
fiystiem. log.0.ge

system.log. .Gz

h] system,log
+ [ ~fLibraryiLogs

system.log. dge

system.log8.gz

3) You should then be automatically directed to the log folder in the var directory. Please remember
when sending the folder to zip file, you should first direct it to a separate location (such as the
desktop).
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e oL o . vwrary  vpouuL e W
| Desktop private > 3 tmp » 08 audit daily.out
Documents [ system 0 var > T8 backups [ DiagnosticMessages
) Users T containers 3 displaypolicy
s &= db > displaypoli...d.stdout. log
- tdest = B dm .
| Pictures 0T folders [ emond
Music 78 install fsck_apfs_error.log
T3 jabberd fsck_apfs.log
rations ) > fsck_hfs.log
1 10136 = log » hpt.log
T7 logs hptHPTRRController.log
B E m: hptrs.log
P = mail install.log
) mocana = MobileSoftwareUpdate  » kernel-shutdown.log
I Network 55 msgs 1 mDNSResponder >
T7 netboot 7 powermanagement
& T30 networkd > 3 pep
Red 70 pratected shutdown_monitor.log
&= e > ! system.log.0.gz
Yellow . g
= 3 rwho 5 1 system.log.2.gz
Blue I select I system.log.3.9z
Purple == spool ! system.log.4.gz

b oruetnm lnm &~

4) In addition to /var/log Folder detailed above, please attach a copy of the errlog.txt file:
a.  Open terminal and type the following, then press Enter:
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log show |grep kernel > hptsyslog.txt

Note:

1t takes about 5-10

minutes to respond after this command is entered, please don’t worry, this isbecause your log file i
s relatively large, so it takes a lot of time.

Enter the following command to view the path where the log is stored.
pwd

® @ N test — -zsh — B0x24

Last login: Mon Aug 2 17:10:12 on console
test@tests=MacBook=Pro=2029 ~ % log show [grep kernel »hptsyslog.txt
test@tests—MacBook-Pro-2029 ~ % pwd

fUsers/test
test@tests-MacBook-Pro-2029 ~ % I

w L T test
m=fc @ ¢ 6 la Q
. ™ Deskiop -
avorites -
A . ORI " 2020-11-19 16:28:07.477486+0800 0x38a Error oxo
Applications i Downloads . 131 [} symptomsd: (SymptomEvaluator) [com.apple.symptomsd:flow]
E ac Ignoring source @x7fd741d47b9@, snapshot is from kernel NWTCPSnapshot
Desktop 1 HiohPolntNY.._BMk 192.168.0.211:49186<->192.168.0.241:4450end pkts rx 0 tx 1, bytes @ 51
& ighPointhV..._BM.kext.zip cell @ @ wifi @ 51 wired
Documents & HighPointNV..0.01.02.dmg 2026-11-19 16:28:08. 08468240800 8x98a Error ox0
131 [ symptomsd: (SymptomEvaluator) [com.apple.symptomsd:flow]
[ Downloads HighPoIntNV..0.11.03.dmg * | o, in0 source @x71d741c39630, snapshot is from kernel NWTCPSnopshot
o HighPointNVMe. kext 192,168.0.211:49193<->192. 168.0.69: 445¢en@ pkts rx @ tx 1, bytes @ 51
it e ;:;;-:1’1;‘;2 ;ss:a"i;;:a; :gu 8x98a £ ox0
: - :28:08. + x rror x
8 Pictures W HighPointWebGULpkg ®  symptomsd: (SymptomEvaluator) [com.apple.symptomsd:flow]
el Ignoring source 8x7fd741c38938, snapshot is from kernel NWTCPSnapshot
Locations ,,ms,smg(,_‘ 192.168.0.211:49200<->192.168.0.30: 445gend pkts rx 4 tx 3, bytes 443
: § 252 cell @ B wifi 443 252 wired 8 @
& iCloud Drive = B o 2020-11-19 16:28:08.249101+0800 9x98a Error oxo
log2phy 131 8  sysptomsd: (SymptomEvaluator) [com.apple.symptomsd:flow]
D 10145_Dont_Update log2phy.c Ignoring source @x7fd741e8933@, snapshot is from kernel NWTCPSnapshot
s 192.168.0.211:49203<->192.168.0.248:445@en® pkts rx @ tx 1, bytes @ 51
& 1012 - Data MacOSX10.12.sdk.tar.xz cell @ B wifi @ 51 wired © 8
M Movies »  2020-11-19 16:28:88.632683+8800 8x1363  Default 0x0
D Update B hhusi & [] @  kernel: Kext loading now disabled.
- Music 2020-11-19 16:28:08.632606+0800 0x1363 Default ox0
[2] 10157.00NT_UPDATE! new.txt 0 B kernel: Kext unlosding now dissbled.
& 1057 b S 2020-11-19 16:28:08.632609+0800 0x1363  Default oxe
- nvmehelper »
(& 112 -0ata nvmehelper.kext hptsyslog.txt
@ Remote Disc OS-X-‘!‘»:'Y-SMART-Drinr ' Plain Text Document - 62.8 MB
panic.tx
& mocana ™ Pictures > .
ags
@ Network : :::’['J'QMM A . Created Thursday, May 28, 2020 at 8:00 AM
SN I 0‘7 -01_14.dmg Modified Tuesday, December 8, 2020 at 9:35 AM
"“ amDisk.kex!

Please attach the hptsyslog.txt to your support ticket



	Overview
	Prerequisites 
	1.Disabling macOS Secure boot for T2 Systems
	Disabling Secure Boot

	2.Disabling SIP (for macOS 10.13x and earlier)
	3.Reduced Security Policy – For Apple M1 Platform 
	Reduced Security Policy 

	4.Installing the Device Driver
	macOS High Sierra 10.13 and Mojave10.14 and macOS 

	5.Update the Device Driver
	6.Uninstalling the Device Driver
	Uninstalling the Device driver for macOS 10.13/10.
	Uninstalling the Device driver for macOS 10.15/11.

	7.Installing the RAID Management Software (WebGUI)
	8.Updating the WebGUI 
	9.Uninstalling the WebGUI 
	10.Trouble shooting
	Unable to connect to the WebGUI
	Verifying the hardware
	Make sure the HighPointIOP Driver is loaded
	Check the SIP status
	For T2 Systems: Make sure Secure Boot is disabled
	For Apple M1 Platform: Make sure Security Policy i
	The WebGUI can't connect to a remote system

	Appendix
	Collecting the macOS version
	Check the security & privacy
	Checking the SIP Status
	Systems with T2 chipsets – Secure Boot status
	Checking the Driver status and Version
	WebGUI Screenshots
	WebGUI service restart
	How to Collect System Logs


